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« DNA methylation: additional molecule
(methyl group) attached to DNA

« represented as value in [0, 1]
« methylation patterns vary between tissues,

Are membership inference attacks possible given only mean u

and standard deviation ¢ ?

due to environmental factors and due to
diseases

Abbreviation  Description Tissue Type  Number of Patients GSE identifier
GBM glioblastoma brain cancer 136 GSE36278

pilocytic astrocytoma brain cancer 61 GSE44684

x¥ €D ;
IBD CD Crohn’s disease blood 77 ‘GSE87640
— x¥ has cancer IBD UC ulcerative colitits blood 79 GSEST640

BC breast cancer breast cancer 892
WGBS genome and methylation data  blood 75 not publicly available

L-based Attack Genome-based Attack

— exploit correlation between

x¥ €D? x” € D?

Statistics-based Attack

— two statistical tests: — learn which distance magnitude is informative genome and methylation:
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same LLR test on all related

combination of all methylation values
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loss by inference
L, test outperforms
LLR test

average AUC

methylation-based L1 test, auc: 0.9404
methylation-based LLR test, std from train, auc: 0.9445.
genome-based L1 test, auc: 0.921

genome-based LLR test, std from train, auc: 0.8935
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Differential Privacy

[D: methylation values of 60 patients == D @® mean of D: 0.305
* D' W mean of D" 0.296

11 D one patient different

— output a random mean 7 mitigation of

9 oesl| privacy threat
that hides the contribution of the changed entry < |lat cost of utility

formally: Pr[M(mean(D)) = p] < e€ PriM(mean(D")) = u]

m number of positions
here: 300.000

number of patients

n
where  M(mean(D)) = mean(D) + Lap oasl - : - ; 50
2 10 10 10 10 10 10 10
privacy parameter number of patients epsilon per query
° 02 £ here: 60 =8 L1 genome based © @ LLR methylation based
methylation value

44 L1 methylation based  *—* MRE
e LLR genome based
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