
Genome-based Attack

→ exploit correlation between
genome and methylation:

same LLR test on all related
positions:

Statistics-based Attack

→ two statistical tests:

mean only:

mean and standard deviation:
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The Data

• DNA methylation: additional molecule
(methyl group) attached to DNA

• represented as value in [0, 1]
• methylation patterns vary between tissues, 

due to environmental factors and due to
diseases

The Question

∈ ?

Are membership inference attacks possible given only mean 

and standard deviation  ?

∈
→  has cancer

ML-based Attack

→ learn which distance magnitude is informative 

distance features:

scaled versions:

test-inspired features:
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mean
case

mean
reference

combination of all methylation values
with students t-test

LLR test outperforms
L1 test

learning on IBD UC: LLR feature works best

transferability works, even across different tissues

probability of
metylation value
modeled by Gaussian

expected methylation value
given the genome

acceptable performance
loss by inference
L1 test outperforms
LLR test

Defense with Differential Privacy

D: methylation values of 60 patients

D‘: one patient different

difference
informative

→ output a random mean

that hides the contribution of the changed entry

formally:

where

number of positions
here: 300.000

number of patients
here: 60

privacy parameter

mitigation of
privacy threat
at cost of utility


